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PHONG GIAO DUC VA DAO TAO Péc lap - Ty do - Hanh phiic
sé: R4 /GDPT Cén Gio, ngay) O thang 4 ndm 2023

V/v tuyén truyén phuong thirc, thu
doan ghép hinh anh, gia giong dé
lira d4o, chiém doat tai san trén
khong gian mang

Kinh giri: Hiéu trudng cac don vi trudng hoc.

Cin ot Thong bao sb 1373/CAH ngay 17 thang 4 nam 2023 ctia Cong an
huyén Can Gid v& tuyén truyén, phuong thirc, thi doan ghép hinh anh, gia giong
@8 lira dao chiém doat tai sn trén khong gian mang.

Trong thoi gian gén day, dia ban Thanh phd Hb Chi Minh ndi 1én tinh trang
cac d6i tuong loi dung mang internet, stt dung c6ng nghé tri tué nhén ao (AI),
deepfake d& c&t ghép hinh anh, video, nhén tin, goi dién dé lira dao chiém doat
tai san gy hoang mang du ludn lam anh huéng t6i tinh hinh an ninh, trét ty trén
dia ban huyén trong thoi gian téi.

Phong Giao duc va Dao tao dé& nghi Hiéu trudng trién khai thong tin tuyén
truyén dén can bd, gido vién, nhan vién va phu huynh hoc sinh dugc biét (dinh
kem noi dung tuyén truyén theo Cong vin s6 1373/CAH)./.

Noi nhin: ) .
- Nhu trén; TRUGNG PHONG
- Ban Lanh dao phong GD&DT;
- CBCC Phong GD&DT;

-Luu: VT.







THONG BAO TUYEN TRUYEN

ve phwong thu'c, thi doan ghep hinh anh, gia giong
dé lira ddo chiém doat tai san trén khong gian mang

CONG AN HUYEN CAN GIO

Theo thong bao cia B§ Coéng an, Cong an Thanh phé HO Chi Minh trong thoi
gian vira qua hoat dong cla tdi pham lira do qua mang cé nhimng dién bién rat phtc tap,
ndi 1én cac ddi tuong str dung cdng nghé tri tué nhén tao (AI) cit ghép hinh anh, video
lira d4o chiém doat tai san. Trudce day, t9i pham loi dung mang x& hdi chu yéu lién quan
viéc gia danh céc co quan tu phép nhu Céng an, Vién Kiém soét, Toa 4n...dé lira dao,
chiém doat tai san. Gan day, cac dbi twong chuyén sang hinh thirc tim viéc lam Online
tai nha, tham gia ching khoén, mua tién 40, no tién dién thoai, con bi tai nan, chuyén ddi
SIM..., dbi tuong, st dung nhitng hinh anh cat ghép, dua cac quyét dinh tb tung cua cac
co quan c6 thidm quyén Ién mang thuc hién hanh vi ltra dao chiém doat tién cua nan
nhan. Loai t§i pham nay hién dang dién bién phuec tap, gdy rit nhiéu khé khan trong
cong tac didu tra, truy vét cia luc luong chirc nang vi hoat dong cua ching khéng chi
nim ¢ pham vi trong nuéc ma con nim ngoai lanh thd Viét Nam.

Hién nay, céc d6i tuong di st dung cong nghé Deepfake (1a cong nghé ing dung
tri tué nhan tao AI) vao muc dich ltra dao, chiém doat tai san.

Nhin dién cong nghé Deepfake: Deepfake la cum tir dugc két hop tir “deep
learning” va “fake”, la phuong thirc sir dung tri tué nhén tao (AI) d& tao ra cac san phdm
cong nghé gid dudi dang 4m thanh (giong néi), hinh dnh (khudn mét) thdm chi ca tao ra
video dé muc dich gia giong néi, khuén mit ngudi quen ctia b hai trén mang x3 héi roi
twong tac, khi chlem dugc long tin, c4c ddi trong yéu cau bi hai thuc hién céc giao dich
tai chinh nhu: vay tién, chuyén tién gitip con di hoc,... dé lira déo, chiém doat tai san.

1. Phuo‘ng thite, thi doan:

- Céo dbi tugng tim kiém, thu thap thong tin ca nhan hinh anh, video cé glong noéi
dugc ding tai cong khai trén cac nén tang mang x4 hoi...rdi sir dung cong nghé Deepfake
dé tao ra giong néi, khudn mit, video rat khé phat hién that gia dé phuc vu cho muc dich
lra déo.

- Ching thudng thuc hién cude goi video dé gia lam nguoi than vay tidn, gia 1am
con, chau dang du hoc nudc ngoa1 goi dién cho ngudi than chuyen tlen dong hoc phi
ho#c gia tao céc tinh hudng khan cip nhu ngudi than bi tai nan can tién gép dé cép ciu.

- Pic diém chung clia céc cude gm video lira ddo nay thudng cé 4m thanh, hinh
anh khong r5 nét, tin hiéu chap chon gidng nhu trong khu vue song di dong hodc wifi
yeu dé nan nhan khoé phan biét that gia, khi nan nhan goi lai kiém tra chiing s& khong
nhén cudc goi hodc sir dung phan mém cét ghép hinh anh, giong néi dé danh lira

2. Nhin dién nguyén nhéan:
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- Nan nhén khéng thucmg xuyén cdp nhét tin tirc tuyén truyén clia co quan chitc
ning, khéng nhén dién ding, ddy dii phuong thirc, thi doan cta cac dbi tuong st dung
coéng nghé deepfake dé lira dao, chiém doat tai san

- Ngudi dén c6 tdm ly chl quan, khong cn than x4c minh qua s6 dién thoai cua
ngu:orl than khi nhan duoc tin nhan vay tién, chuyén khoan qua c4c nén tang mang x4 hoi
ké ca khi thiy sb tai khodn nhén chuyen khoan khong ding tén nguo1 than.

3. Nhirng thanh phan ma cac doi twong lira ddo huwdng dén:

- Nguoi gia, ngudi 16n tudi thuong c6 it kién thie v& cong nghé va kho phan biét
duge gifta video that va video gia;

- Ngudi ¢6 it kién thirc v& cong nghé théng tin, khong cﬁp nhat tin tic vé phuong
thire, tha doan cua cac loai toi. pham st dung mang xa héi dé lira déo, khong quan tam
dén cac van d& bao mat d& bi danh cdp thong tm dé bj ltra dao boi deepfake

- Nguou dang trong tAm trang tm ly yéu, dang gip phéi cac van dé vé tdm Iy nhu
stress, lo lang... d& bj lira bang cdc thong tin gia mao;

- Nguorl co tai san lon, vi tri cao trong x4 hoi, ngudi lam kmh doanh, vin hoa...s&
13 d6i tuong d& bj cht y va c6 kha ning sip biy lira dao cao.

4. Truwdc cac phwong thire, thi doan trén, Cong an huyén Cin Gid dé nghi:

- Ngu’m dan canh gi4c khi nhan bét ky tin nhén, cudc goi video véi ndi dung vay,
muon tién qua céc ng dung mang x4 hdi nhu: v1ber zalo, facebook, telegram...can xac
minh, kiém tra lai thong tin bing céch goi lai sb dién thoai di ddng clia ngudi than dé
kiém tra, d6i chiéu thdng tin; lwu y: khong goi qua cdc irng dung mang xa hoi

- Han ché ding tai cic thong tin ca nhén, hinh anh, video...cia ban than, ngudi
nha tly tién 1én mang xa hoi dé tranh 16, lot théng tin c4 nhan, ngudi than nhim phong
nglra céc loai toi pham l4y thong tin dé thuc hién céc hanh vi lira ddo.

- Tru'ong hop nghi van dbi tuong gia mao ngudi than, ban be, dong nghiép trén
mang x& hoi de Ira do, chiém doat tai san thi nguoi dan thong bdo ngay cho Coéng an
dia phuong ghn nhét hoic Céng an huyén Can Gid qua sb dién thoai: 028.38740345 dé
cé biép phap ngén chan, xur ly kip thoi.

Ngay nay sy bung nd clia mang Internet, mdi ngudi dan déu d& dang thuc hién cac
giao dich tai chinh, dAu tw,...trén mét chiéc dién thoai thong minh, ddy ciing 13 manh dAt
méu m& dé céc loai t6i pham sir dung cong nghé cho muc dich lira dao hudng t6i, vi vay
d& nghi nguoi dén trén dia ban huyén can phai ndng cao canh gidc khi st dung mang x4
hoi va cac dich vy truc tuyén khac, thudng xuyén cip nhat théng tin tuyén truyén cla
luc lwgng Céng an vé coéng tac phong, chéng i pham, nhét 14 t6i pham loi dung mang
Internet dé lira ddo, chiém doat tai san dé tw bao vé minh va ngudi than gép phan gitt
vitng an ninh chinh tri, trat tu an todn x& hoi trén dia ban huyén Cén Gio.

CONG AN HUYEN CAN GIO
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